In the purpose of improving the complexity and the security of chaotic communication system, a novel electro-optical intensity chaotic system using electrical mutual injection with nonlinear transmission function is proposed. The electro-optical intensity chaotic system consisting of two delay feedback branches in a serial configuration extends keys space scale. The dynamic characteristics of the proposed system are investigated by means of the bifurcation diagram, the largest Lyapunov exponents, and the permutation entropy, and the security are also analyzed through the autocorrelation function and the delayed mutual information. The simulation results show that the proposed system can acquire higher complexity and the better security, compared with the recent ones. The scheme allows the system to enter chaos with a low gain and the time-delay concealed effectively due to a nonlinear transmission function. Besides, the communication synchronization on basis of the proposed system is discussed. It comes to a conclusion that the proposed chaotic system has potential applications in secure communications.
Introduction
Chaotic signals are proposed as broadband information carriers with the potential of providing a high level of robustness and security in data transmission [1] , [2] . The construction of chaos-based encryption methods and the versatility of chaotic synchronization systems spark a good deal of applications for electro-optical communication systems in the past two decades [3] - [5] . Especially, the electro-optical (EO) feedback system for chaos generation is widely investigated, as it has great advantages of its high modulation speed, good stability, large Lyapunov dimension and so on. Furthermore, the security of the system is one of the important evaluation indicators. Optical chaotic communication system is based on hardware cryptography schemes. The security of this kind of systems strongly depends on the concealment of the system parameters especially the time-delay of the feedback loop [6] , [7] . For a classical chaotic system, the time-delay can be deciphered from the statistical analysis including autocorrelation function and the delayed mutual information. Once the time-delay is deciphered, other parameters can be easily cracked out relatively and the security of the system will be seriously threatened.
Aimed at covering up the time-delay, an increasing number of researches focus on improving and innovating the chaotic system architecture to enhancing chaos. And various kinds of optical delayed feedback systems are widely reported in recent years because of predominance in optical chaos communications [8] - [10] , [24] . [8] introduces a scheme that integrates a digital key in a phasechaos electro-optical delay system. A pseudorandom binary sequence is mixed within the chaotic dynamics in a way that a mutual concealment is performed. [9] proposes a security-enhanced chaos-based communication system with an independent high-speed phase-modulated dual-loop feedback. Both of the time-delays embedded in the intensity and phase have been well suppressed because of the dual feedback and high-rate phase modulation. [10] uses another chaotic system to dynamically change the gain coefficient of the original system. And [24] presents an optically coupled electro-Optic chaos system, involves with three phase modulated electro-optic nonlinear loops and an optical coupler. The time-delay can be suppressed with the help of interference between the different loops of chaotic dynamics. In fact, they all achieve the effect by taking advantage of multiple nonlinear coupling. In these schemes, the time-delay parameter can be suppressed and even concealed, but the analysis of chaotic dynamic characteristic is absent. In addition, using nonlinear, noninvertible transmission function contributes to generate highly complex optical signal [11] , [12] , which helps to suppress the time-delay. But the scheme in [11] is inconvenient for the synchronization secure communication due to the lack of any delay elements or feedbacks.
Motivated by all above, we apply electrical mutual injection with nonlinear transmission function to the optical chaotic secure communication system based on the electro-optic intensity chaotic system in this paper. The structure of electrical mutual injection can enrich each other's dynamic characteristics, so that the chaotic optical carrier with higher complexity and higher security could be obtained. And adding the nonlinear transmission function in the feedback loop, which can be implemented by means of photoelectric conversion [11] , is helpful to the generation of highly complex optical signals. In our research, the results of the largest Lyapunov exponent and the permutation entropy show a high concordance in the improvement of complexity. At the same time, the security of the system we propose is guaranteed on account of the concealment of time-delay.
System Construction and Mathematical Model
The schematic diagram of the novel chaotic system here we propose is illustrated in Fig. 1(a) . What differs from the traditional chaotic system depicted in [13] illustrated in Fig. 1(b) is that the electrooptical feedback loop is changed. The feedback loop in Fig. 1(b) is made up of a Mach-Zehnder modulator biased with a constant voltage and illuminated by a continuous-wave laser diode(LD), an optical fiber delay-line(DL), a photodiode(PD) and a radio-frequency amplifier(RF), which convert the optical feedback signal into an electrical voltage V(t) for the Mach-Zehnder electrode. In our construction, we make the electrical voltage V(t) not be injected into the original Mach-Zehnder, but go through a nonlinear transformation F(x) and be injected into another one as shown in Fig. 1(a) . The nonlinear transformation is aimed at generating more highly complex signal [11] . Then the later affects the former in the same way, which is ground-breaking in the paper.
The dynamical equation of the electro-optical intensity chaotic system illustrated in Fig. 1 (b) can be written as
where, f H and f L are the high and low cut-offf requency of the radio-frequency amplifier(RF) with gain G respectively; P is the output power of laser diode(LD); g represents the amplification gain of the photo diode; the total attenuation of this feedback loop is denoted in terms of the parameter A ; V B is the offset voltage; V πRF is the RF halfwave voltage; V πDC is the offset halfwave voltage; T is the optical time-delay. Considering f H f L , (1) can be simplified as
which is known as the Ikeda equation. [14] Here
, in which ∅ and β are noted as bias phase and gain coefficient, respectively. A system based on the Ikeda equation is hyper chaotic with high-dimensional attractor. The dynamic equation of the chaotic system using electrical mutual injection with nonlinear transmission function illustrated in Fig. 1 (a) can be written as
where, we set
which could be replaced by other forms of nonlinear transmission function. In order to ensure that the output will be of higher complexity than the input, we magnify the signal x(t) with 10 times so that the magnitude of the input covers several periods of the cosine as shown in Fig. 2 according to [11] . Then we make sure the input of MZ can meet the limit of the device and random walk near the bias point.
To make numerical analysis easier, we introduce the dimensionless time t/τ and let y =
then (3) can be re-written aṡ
where
Theoretical and Numerical Analysis
We set these parameters in (3) at values fitted with those of the classical setup such as [13] , namely τ i = 25 ps,θ i = 5 μs,T D1 = 25 ns,T D2 = 30 ns. Therefore, the corresponding parameters in (5) are ε = 5 * 10 −6 , T 1 = 1000, T 2 = 1200. Gain coefficient β i is proportional to the laser power and typically set to 5. In the simulation, we set β 2 = 5 and make β 1 variable for comparison. The dynamic (5) are solved with a fourth-order Runge-Kutta(RK4) algorithm at a sampling rate of 5 ps.
Bifurcation Diagram
By adopting the maximum value method, the results of x(t) changing with the varying gain coefficient are obtained and their bifurcation diagrams are shown in Fig. 3 , of which (a) shows the bifurcation behaviors of the classical electro-optical intensity chaotic system, (b) and (c) show the bifurcation behavior of electro-optic intensity chaotic system using electrical mutual injection with and without nonlinear transmission function, respectively. According to the results shown in Fig. 3 , the chaotic system using electrical mutual injection, especially with nonlinear transmission function, could achieve chaos at a lower gain coefficient value compared to the classical one, which is of great significance in practical applications. Theoretically, a chaotic system with a bigger gain coefficient can get more complex [15] . However, an infinite gain coefficient could not be obtained because of the limiting factors of the device, such as input limits of devices and etc. Therefore, it is significantly important for a system to evolve into chaotic state for a low gain coefficient value.
Complexity and Security Analysis
To give insight into the enhancement of chaos, the complexity and security will be considered. Although the security of the chaotic system is not proportional to the complexity, the improvement of the complexity of the system could enhance the ability to resist parameter estimation attack. In our study, we apply the idea of J.D. Farmer to compute the Lyapunov exponents(LEs) of our system [16] . The method is based on Schmidt orthogonalization algorithm and makes two adjustments to adapt the time-delay systems. Firstly, the time delay equation is converted into discrete N-dimensional vector iterative process, as shown in the following equations.
. . .
Secondly, the calculation of Jacobi matrix is changed into the calculation of the error iteration system as follow
Actually the method is used to calculate Lyapunov exponential spectrum, here we choose the maximum dimension of LEs, this is the largest Lyapunov exponent(LLE). And LLE has been calculated for different β and Fig. 4 shows the comparison between the classical system and the chaotic system using electrical mutual injection with and without nonlinear transmission function. As the figure displays, the LLE dramatically rises to a relatively large positive value at β = 0.1 and β ≈ 0.5 respectively with and without nonlinear transmission function in the proposed system, which is corresponding to the result in the bifurcation diagram shown in Fig. 3 and implies the generation of chaos. However, the LLE of the classical system starts to get an insignificant increase at β = 1.0, then speeds up at β = 2.4(LLE ≤ 0 when β < 2.4) and rapidly rises at β ≈ 3.5, which means the system enters chaos. The dynamic behaviors such as Hopf Bifurcation [13] , [17] , [18] and chaotic breathers [13] , [19] may exist when the LLE holds a low value.
Permutation entropy (PE) is also an effective way to measure complexity. It is calculated entirely according to the time series while the calculation of Lyapunov exponents(LEs) in this paper must be under the condition of knowing the system equations [16] . Fortunately, it is easily realized and can be computed much faster than the calculation of LEs. For the given time series X = {x(1), x(2), x(3), · · · , x(n)}, a phase-space reconstruction is conducted to form a vector the time series is formulated as
As suggested in [20] , we select the embedding delay D = 2, the ordinal pattern length m = 6, and the time series N is over 10μs. And we also compare the PE of the classical chaotic system and the proposed system with and without nonlinear transmission function in Fig. 5 . It shows that the characteristic of PE versus β reveals a significant improvement and keep a higher value. Obviously, the characteristic of PE versus β is similar to that of LLE. To sum up, LLE and PE both reveal an improvement in complexity due to using electrical mutual Injection and adding the nonlinear transmission function.
As for the security of the proposed chaotic system, it is more essential to analyze the attack of decoding time-delay. Because the security of this kind of system strongly depends on the concealment of the system parameters, intercepting the transmission signals and analyzing the parameters of the system, and then reconstructing the receiver's chaotic system is the main attack method. And once the time-delay is deciphered, other parameters can be easily cracked out relatively [6] , [22] . The key parameter of the system, namely time-delay, could be deciphered from the statistical analysis including autocorrelation function (ACF) and the delayed mutual information (DMI), which are defined as
where <ࢩ> denotes the operation of averaging, and 
where, p (x(t)) is the probability function of x(t) while p (x(t), x(t + s))
is the joint probability function. And s means the time-delay. The calculation of the ACF and the DMI function of the time series x(t) over 15μs (that is, 600000 points) for two systems are on display in Fig. 6 . The result shows that the spikes of the ACF and the DMI of the classical system exist significantly at the time-delay and its multiples. The chaotic system using electrical mutual injection without NLTF can suppress the peak value at time-delay T 2 = 1200. It is interesting that the peak value decreases and exists at the sum of the whole time-delay, that is T 1 + T 2 . We found that in a serial configuration, the effective time-delay is the sum of the time-delays accumulated in the different branches during the propagation. When the nonlinear transmission function(NLTF) is introduced into the system, we found that all time-delays can completely be concealed as shown in the red line of Fig. 6 , which means that the security of the system is guaranteed.
In order to make a brief comparison with the state-of-the-art chaotic systems based on the same basic EO feedback device, a more direct result is shown in Table 1 for β = 5. We note the classical systems in [13] as the classical system, the system in [10] as the dual system (using dual MachZehnder modulators) and the system in [23] as the optical self-injection system. We find that the dual system can increase the complexity and reduce the peak of the time-delay, but cannot conceal the time-delay absolutely. From the analysis above we enumerate, with the same gain coefficient β, the system we propose is more complex and more secure than other chaotic systems.
Chaotic Synchronization Communication
With the time-delay concealed, the proposed chaotic system could be applied in secure communication. Fig. 7 is the frame of the chaotic synchronization communication system, where we adopt additive chaos modulation(ACM) to modulate the signal. The receiver is composed by the same components, with operating conditions adjusted carefully according to those in the emitter, which is called an open-loop architecture. As shown in the Fig. 7 , the optical signal can be expressed as m(t), and C(t) is the chaotic carrier. From (3) we can obtain the dynamic equations of the emitter's system as
and
which, P 2 means the output power of LD 2 . The dynamic equations of the receiver's system are
where, α m is the signal modulation depth. We decode the message through the symmetry selfsynchronizing structure, and restore the chaotic carrier signal from the output of receiver's MachZehnder modulator as
When the receiver and transmitter parameters exactly match, (11) and (13) have the same solution x r 1 (t) = x 1 (t). Thus, we have C(t) = C (t). The message can be decoded as: m (t) = C(t) + m(t) − C (t). As the two variables are sensitive to their own systems' parameters, the synchronization quality of parameter mismatch is discussed in this part. Next, we study the synchronization characteristics of our systems with mismatched parameters, and evaluate the quality of synchronization by using the following cross-correlation (CC) function [23] as noted in (15) . And the highly quality synchronism can be obtained when the value of CC gets greater than 0.95.
Where, x e (t) is the chaotic signal of emitter, x r (t) is the chaotic signal of receiver, < * > denotes the operation of averaging.
The results of synchronization analysis are shown in Figs. 8 and 9. We focus on the mismatch about the dimensionless time-delay T 1 and T 2 , the gain coefficient β, and the ratio of low and high cutoff frequency ε. Let T 1 = T r 1 − T e1 , T 2 = T r 2 − T e2 , β = β r − β e , ε = ε r − ε e , where T ei , β e , ε e and T ri , β r ,ε r are the time-delay, the gain coefficient and the ratio of low and high cutoff frequency of emitter's system and receiver's system respectively. From the Fig. 8 , we can find that the value of CC deceases rapidly as the mismatch ratio of the time-delay increases, which means that the time-delay is one of the sensitive factors and the key parameter used to encrypt. Actually, the precision of time-delay can reach picoseconds level, so the time-delay can be used as the secret key. By contrast, the gain coefficient β has relatively good robustness with about 0.3% of the mismatch allowed. The ratio of low and high cutoff frequency ε have a better synchronization robustness, allowed of a certain mismatch range between about −10% and +20%. The mismatch about the parameters of the nonlinear transmission function is also discussed as shown in Fig. 9 . Nonlinear coefficient k = 10 is allowed about ±3% mismatch. The offset phase φ = π/2 is a period parameter, which can be proved from Fig. 8(b) .
The result of the signal encryption and decryption is demonstrated in Fig. 10 with 0.01% mismatch in term of the gain coefficient β = 5. We use a pseudo-random sequence of 5 Gbit/s rate with the modulation coefficient α m = 2%, shown in Fig. 10(a) , as the effective message. The encrypted signal is shown in Fig. 10(b) , and the recovered message is as in Fig. 10(c) . Besides, we use wavelet analysis method to improve the deciphered message shown in Fig. 9(d) . The result shows that the message can be separated from the chaotic carrier successfully.
Conclusion
In summary, we present a meaningful electro-optical intensity chaotic system by adopting electrical mutual injection with nonlinear transmission function. Through analyzing the bifurcation behavior, we obtain that the proposed system can enter chaos at lower gain coefficient than the traditional chaotic system, and is more complex than the classical one by comparing the largest Lyapunov exponents and the permutation entropy. We found that the relevance was observed between largest Lyapunov exponents and the permutation entropy. What's more, the simulation results show that the system we propose can effectively resist the correlation analysis and hide the time-delay signature, which implies the improvement of security. Besides, we discuss the synchronization characteristics on basis of the system and show the feasibility and the security of the scheme. Therefore, we have reasons to believe that the proposed system has great potential applications in secure optical communication.
